DEPARTMENT OF THE ARMY
ATTERBURY-MUSCATATUCK TRAINING CENTER
BUILDING 1, HEADQUARTERS ROAD
EDINBURGH IN 46124-5000

NGIN-CAM-ZA (600-20a) July 19, 2026

MEMORANDUM FOR RECORD

SUBJECT: Garrison Policy 015 - Prohibition of Unauthorized Photographic and Video
Surveillance on Atterbury-Muscatatuck (A-M)

1. References:
a. Army Regulation (AR) 190-13 (The Army Physical Security Program)
b. Army Regulation (AR) 525-2 (The Army Protection Program)
c. Army Regulation (AR) 530-1 (Operations Security)

d. Secretary of the Army Policy Memorandum (Army Policy for Unmanned Aircraft
Systems on Army Installations), 1 August 2017.

e. DoD Instruction 8500.01 (Cybersecurity)

f. The Privacy Act of 1974 (5 U.S.C. § 552a): Governs how video recordings of
identifiable personnel are gathered, stored, retrieved, and disseminated.

2. Purpose: To establish the policy governing the use of all forms of active (i.e. real
time monitoring; e.g. Al-driven video analytics, sensor-triggered alarms, etc.) and
passive (i.e. continuous, unmonitored record of data footage, logs, etc.) video and
photographic surveillance for recreational or operational security and force protection.

3. The primary mission of Atterbury-Muscatatuck is to provide a realistic training
environment for military personnel to enable Warfighter Readiness. The unauthorized
use of recording devices anywhere on the installation poses a significant risk to
operational security by potentially capturing sensitive activities, movement, procedures
and equipment.

4. Foreign-manufactured surveillance devices often present network vulnerabilities. To
reduce installation risk and comply with Section 889 of the NDAA, the deployment of
unauthorized foreign telecommunications and surveillance equipment is restricted.

5. Applicability: This regulation applies to all military personnel, civilian employees,
contractors, and visitors to Atterbury-Muscatatuck. This policy includes all forms of
photography and videography, both print and digital, not explicitly approved for official
purposes.
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6. Policy: The use of any device for the purpose of active or passive video and/or
photographic surveillance is strictly prohibited anywhere on the Atterbury-Muscatatuck
(A-M) unless explicitly authorized via approved written exception request. Examples of
video surveillance devices include but are not limited to trail cameras, game cameras,
dash cams (when the vehicle is unattended), Unmanned Aerial Surveillance (UAS),
etc.)

7. Exceptions: Policy exceptions must be requested in writing in advance.

8. Units conducting training that involves the use of surveillance and/or recording
equipment must receive authorization from the Directorate of Plans, Training,
Mobilization, and Security (DPTMS) Director or Range Management Authority (RMA).

9. Personnel conducting official scientific or environmental research must receive
authorization from the INNG J9 Installations and Environment / CFMO Environmental
Program Manager. The Environmental Program Manager approved research efforts
must receive final approval from and coordinate research locations with the DPTMS
Director or RMA.

10. Enforcement. Any individual found to be in violation of this policy may be subject to
administrative and/or disciplinary action, which may include the confiscation of the
surveillance device, revocation of installation access privileges, debarment from the
installation, and other legal actions as appropriate.

11.The POC for this policy is the DPTMS Director LTC Jay Hildebrand at
jay.r.hildebrand.mil@army.mil.
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